@ RISK ASSESSMENT Cred it Ana IySis

— WIZARD — Risk Assessment

ASSESSMENT DETAILS
ESCALATION CONTACT:

Team Lead: Contact No.:
Affected Parties:

ACTIVITY OR SERVICE DETAILS

Purpose: Date:

Benefit: Enhances decision-making with detailed credit assessments. | Ensures compliance with credit regulations and policies. | Facilitates
better borrower-lender relationships. | Improves lender confidence with accurate analysis. | Reduces risks of defaults through
comprehensive evaluation. | Supports financial growth with tailored credit solutions.

HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Borrower Increased Enables proactive Conduct thorough financial health Organization, Before Measure:
insolvency default rates, management of credit assessments, monitor borrower clients High
reduced risks, reducing the performance regularly, and establish early After Measure:
profitability, likelihood of significant  warning systems to detect signs of
financial losses |losses from borrower potential insolvency in borrowers. (ALL)
defaults.
Economic Increased Provides financial Maintain diversified credit portfolios, build |Organization, Before Measure:
downturns default rates, stability and ensures the [financial reserves, and implement clients High
reduced credit organization can continue proactive risk management strategies to After Measure:
availability, operations effectively cushion the impact of economic recessions
operational during economic on credit performance. (ALL)
losses challenges.
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— WIZARD —

HAZARD RISK

External Operational

dependency disruptions,
increased
vulnerability,
decreased
control

High operational Reduced

costs profitability,
decreased

competitiveness,
limited growth

Inadequate risk Misjudged credit

assessment risks,
models unexpected
defaults,

financial losses

Insufficient Increased risk of

collateral financial loss,
reduced loan
security, higher
default rates

Insufficient Limited

credit history assessment of
applicants,
missed

opportunities,
biased credit
decisions

RISK BENEFIT

Reduces vulnerability to
disruptions from any
single external source,
ensuring continuous and
reliable credit analysis
operations.

Increases profitability by
lowering costs, enabling
more competitive pricing
and investment in growth
initiatives.

Leads to more precise
credit evaluations,
reducing the likelihood of
unexpected defaults and
improving overall
portfolio quality.

Provides stronger
security for loans,
reducing potential losses
and enhancing the
overall safety of the
credit portfolio.

Expands the customer
base by enabling the
inclusion of individuals
with limited credit
backgrounds, fostering
financial inclusion.

Credit Analysis

MEASURE RISK TO

Diversify partnerships with multiple Organization
vendors and service providers, establish

contingency plans, and regularly assess

the reliability of external dependencies to

mitigate risks. (ALL)

Streamline credit analysis processes, adopt Organization
cost-effective technologies, and implement

lean management practices to reduce

operational expenses without

compromising quality. (ALL)

Continuously refine and update risk Organization
assessment models, incorporate predictive

analytics, and validate models against

historical data to enhance their accuracy

and reliability. (ALL)

Enhance collateral evaluation processes, Organization
require appropriate collateral for higher-

risk loans, and diversify collateral types to

ensure adequate security for credit

extensions. (ALL)

Develop alternative credit scoring models, Clients,
incorporate non-traditional data sources, organization
and establish partnerships with credit

bureaus to better assess applicants with

limited credit histories. (ALL)

Risk Assessment

RISK LEVEL

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:
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— WIZARD — Risk Assessment

HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Interest rate Reduced Mitigates the financial Use interest rate hedging strategies, offer Organization, Before Measure:
fluctuations profitability, impact of rate changes, |variable rate loans cautiously, and clients High
increased ensuring stable revenue regularly review loan pricing to manage the After Measure:
borrower streams and protecting | impact of interest rate changes on credit
defaults, profit margins. portfolios. (ALL)
portfolio
instability

Lack of skilled Reduced credit Enhances the quality and Invest in ongoing training and professional Staff, Before Measure:

personnel evaluation expertise of the credit development, implement mentorship organization High
quality, analysis team, leading to programs, and attract talent through After Measure:
inefficiencies, more accurate and competitive compensation to build a skilled
increased risk effective credit credit analysis team. (ALL)
exposure evaluations.

Legacy systems Operational Improves operational Gradually upgrade legacy systems, Staff, Before Measure:
inefficiencies, efficiency and scalability, integrate modern technologies with organization High
increased costs, enabling the organization existing infrastructure, and ensure After Measure:
inability to to leverage advanced backward compatibility to minimize
leverage technologies for better  |disruptions during system transitions.
advanced credit analysis. (ALL)
technologies

Loan default Increased Increases the likelihood Set stringent lending criteria, monitor Organization, Before Measure:

rates financial losses, of loan repayment, borrower performance regularly, and clients High
reduced portfolio enhancing the financial establish effective collections processes to After Measure:
profitability, health and profitability of minimize default rates on issued loans.
operational the credit portfolio. (ALL)
challenges

Market volatility Instability in Enhances portfolio Diversify credit portfolios, employ stress Organization, Before Measure:
credit portfolios, resilience and stability, testing scenarios, and continuously monitor clients High
increased risk of |allowing the organization market trends to mitigate the impact of After Measure:
defaults, to better withstand economic fluctuations on credit risk. (ALL)
operational economic uncertainties.
challenges
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HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Technology Operational Facilitates smooth Plan thorough integration strategies, invest Staff, Before Measure:
integration inefficiencies, transitions to new in staff training, and select compatible organization High
challenges implementation |technologies, enhancing technologies to ensure seamless After Measure:
delays, operational efficiency and incorporation of new systems into existing
increased costs reducing implementation |credit analysis processes. (ALL)
disruptions.
Technology Reduced Ensures the organization Stay abreast of technological Staff, Before Measure:
obsolescence efficiency, remains technologically advancements, plan regular updates and organization High
inability to competitive, enhancing upgrades, and invest in scalable After Measure:
remain efficiency and the ability technologies to prevent systems from
competitive, to leverage new tools for becoming outdated and maintain
increased costs superior credit analysis. competitive advantage. (ALL)
Changing Reduced Ensures credit products Utilize data analytics to monitor and Organization, Before Measure:
customer relevance of remain relevant and predict customer behavior trends, adapt clients
behavior credit products, appealing, enhancing credit products accordingly, and engage in After Measure:
decreased customer satisfaction and continuous market research to stay aligned Low
market share, competitiveness in the with customer needs. (ALL)
lower market.
profitability
Competition Loss of market Attracts and retains Differentiate credit products through Organization, Before Measure:
pressure share, reduced (clients by offering unique features, maintain competitive clients
profitability, superior products and interest rates, and enhance customer After Measure:
weakened brand services, strengthening |service to stay ahead in a competitive Low
position market position and financial market. (ALL)
increasing market share.
Compliance Legal penalties, |Avoids legal penalties Stay updated with regulatory changes, Staff, Before Measure:
breaches reputational and maintains the provide ongoing training for staff, and organization High
damage, loss of |organization’s reputation, implement strict compliance monitoring After Measure:
client trust fostering trust among systems to ensure all credit analysis Low

clients and stakeholders. activities adhere to relevant laws and
regulations. (ALL)
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HAZARD RISK RISK BENEFIT

Credit policy Missed Allows for tailored credit

rigidity opportunities, solutions, improving
customer borrower satisfaction and

dissatisfaction, expanding the range of

limited flexibility eligible clients.
in lending

Data breaches | Loss of sensitive Protects sensitive
information, information, maintains
legal liabilities, |customer trust, and
reputational prevents financial and
damage reputational damage

from data breaches.

Fraudulent Financial losses, Reduces financial losses

applications compromised and protects the integrity
credit portfolio, of the credit portfolio by
operational minimizing fraudulent
inefficiencies activities.

Inaccurate Errors in credit Streamlined operations

financial data evaluations, loss Jand reduced processing
of trust, time allow for quicker
operational decision-making,
inefficiencies enhancing customer

satisfaction and trust in

credit evaluations.

Credit Analysis

Risk Assessment

MEASURE RISK TO RISK LEVEL
Introduce flexibility within credit policies to Staff, clients Before Measure:
accommodate unique borrower situations,

regularly review and update policies, and After Measure:
empower credit officers to make Low
discretionary decisions when necessary.

(ALL)

Implement strong cybersecurity measures, Clients, Before Measure:
conduct regular security audits, and train  organization High
employees on data protection best After Measure:
practices to safeguard sensitive credit Low

information. (ALL)

Utilize advanced fraud detection software, Staff, Before Measure:
conduct thorough background checks, and organization High
implement multi-layered verification After Measure:
processes to identify and prevent Low
fraudulent credit applications. (ALL)

Implement robust data verification Staff, Before Measure:
processes, utilize automated data organization, High
validation tools, and conduct regular audits clients After Measure:
to ensure the accuracy and reliability of Low

financial information used in credit
assessments. (ALL)

Inconsistent Discrepancies in |[Ensures uniformity in Standardize credit policies across all Staff, clients Before Measure:
credit policies lending credit decisions, reducing departments, ensure regular policy
decisions, discrepancies and reviews, and train staff to adhere strictly to After Measure:
reduced enhancing fairness and  established credit guidelines. (ALL) Low
fairness, transparency in lending
customer practices.
dissatisfaction
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HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL

Information silos Reduced Enhances data Implement integrated data management  Staff, Before Measure:
collaboration, accessibility and systems, promote cross-departmental organization
inefficiencies, collaboration, leading to collaboration, and establish centralized After Measure:
incomplete more informed and information repositories to eliminate data Low
credit cohesive credit decision- silos in credit analysis. (ALL)
evaluations making processes.

Legal disputes  Financial losses, Reduces the likelihood Establish clear contractual agreements, Organization, Before Measure:
reputational and impact of legal engage in proactive dispute resolution clients High
damage, conflicts, ensuring practices, and maintain comprehensive After Measure:
operational smoother operations and |legal support to minimize and manage Low
disruptions protecting the potential legal challenges. (ALL)

organization’s interests.

Limited market Incomplete Enhances the accuracy Invest in comprehensive market research, |Staff, Before Measure:

data assessments, and depth of credit subscribe to reliable data providers, and organization
reduced decision assessments, leading to leverage alternative data sources to After Measure:
accuracy, more informed and enhance the availability and quality of Low
missed effective credit market information for credit decisions.
opportunities strategies. (ALL)

Operational Errors in credit Improves accuracy and Standardize credit analysis procedures, Staff, Before Measure:

errors decisions, reliability of credit provide comprehensive training for organization
inefficiencies, decisions, leading to employees, and implement double-check After Measure:
increased risk better risk management |systems to reduce the likelihood of human Low
exposure and client outcomes. errors in credit assessments. (ALL)

Poor borrower Misunderstandin Improves borrower Develop clear communication channels, Staff, clients Before Measure:

communication |gs, reduced relationships and provide regular updates to borrowers, and
repayment satisfaction, leading to train staff in effective communication After Measure:
rates, customer higher retention rates techniques to enhance interactions during Low
dissatisfaction |and better repayment the credit process. (ALL)

outcomes.
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HAZARD RISK RISK BENEFIT

Reputational Loss of customer Builds and maintains

damage trust, reduced customer trust, attracting
market share, and retaining clients
increased through a strong, positive
scrutiny reputation.

Resource Reduced Enhances productivity

constraints operational and ensures essential

capacity, unmet functions are maintained

even with limited
resources, supporting
overall business
continuity.

targets,
decreased
productivity

System Disruption of Ensures continuous
downtime critical access to critical
operations, systems, maintaining
delays in credit |operational efficiency and
processing, loss preventing delays in
of productivity credit processing.
Unforseen llIness, injury,
hazard death

Credit Analysis

MEASURE RISK TO

Maintain transparent credit policies, handle Organization,
customer complaints effectively, and clients
engage in ethical lending practices to

protect and enhance the institution’s

reputation. (ALL)

Optimize resource allocation, prioritize Staff,
critical credit analysis tasks, and leverage |organization
automation to make the most efficient use

of available resources in managing credit

risk. (ALL)

Invest in reliable IT infrastructure with Staff,
redundant systems, perform regular organization
maintenance, and establish a

comprehensive disaster recovery plan to

minimize disruptions in credit analysis

operations. (ALL)

Ongoing dynamic risk assessment All
conducted by all relevant personnel. Any
identified potential risks should be
immediately reported to the appropriate
supervisor or risk manager, and corrective
action should be taken as necessary. (ALL)

Risk Assessment

RISK LEVEL

Before Measure:

After Measure:
Low

Before Measure:

After Measure:
Low

Before Measure:
High
After Measure:
Low

N/A

NOTES

Extra notes & evaluation:
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NOTES

Extra notes & evaluation:

Completed by Reviewed/Approved by Risk Assessment Date Review Required Date
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