@ RISK ASSESSMENT Auditing SerVices

— WIZARD — Risk Assessment

ASSESSMENT DETAILS
ESCALATION CONTACT:

Team Lead: Contact No.:
Affected Parties:

ACTIVITY OR SERVICE DETAILS

Purpose: Date:

Benefit: Enhances transparency and trust with stakeholders. | Ensures compliance with accounting standards and laws. | Identifies areas
for improvement and operational efficiency. | Increases confidence in financial statements and processes. | Reduces risks of fraud and
financial mismanagement. | Supports strategic decision-making through detailed findings.

HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Complex Misvaluation, Facilitates access to Engage specialists to assess and value Auditors, Before Measure:
financial inaccurate advanced financial complex financial instruments accurately. |Auditing Firm, High
instruments financial strategies and Develop comprehensive policies for the Clients After Measure:

reporting, investment opportunities. recognition, measurement, and disclosure

increased audit of such instruments. Provide ongoing

complexity, training to staff on handling complex

regulatory non- financial products. (ALL)

compliance
Confidentiality = Unauthorized Promotes trust with Implement strict confidentiality Clients, Auditors,  Before Measure:
breaches data access, clients, encouraging agreements and protocols for all Organization High

data leakage, transparency and employees and third parties involved in the After Measure:

loss of client openness during audits. |audit process. Regularly audit data access

trust, legal logs and conduct periodic security training.

penalties (ALL)
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RISK ASSESSMENT
— WIZARD —

HAZARD RISK RISK BENEFIT
Cybersecurity Data breaches, Encourages technological
threats unauthorized advancement and

access, financial innovation while

losses, managing associated
reputational risks.
damage

Data privacy Unauthorized Builds competitive

breaches data access, loss ladvantage by assuring
of client trust, clients of secure data
legal penalties, handling.
reputational
damage
Employee Ethical breaches, Cultivates a strong
misconduct loss of client ethical foundation and
trust, legal collaborative culture.
penalties,
decreased team
morale
Financial Client Encourages prudent
instability of the insolvency, decision-making in client
client delayed selection while
payments, maintaining the flexibility
increased audit to serve diverse clients.
complexity,
reputational
damage

Auditing Services

MEASURE RISK TO
Deploy advanced security technologies Auditing Firm,
such as firewalls, intrusion detection Employees,
systems, and encryption. Conduct regular Clients
vulnerability assessments and penetration

testing. Establish an incident response plan

and provide cybersecurity training to

employees. (ALL)

Adopt comprehensive data protection Auditing Firm,
policies in line with relevant regulations. Clients,
Implement data encryption, access Employees

controls, and regular audits. Provide
training to employees on data privacy best
practices. (ALL)

Develop a comprehensive code of conduct Employees,
and provide ethics training. Establish clear Auditing Firm,
reporting channels for unethical behavior |Clients

and enforce disciplinary actions

consistently. Conduct thorough background

checks during hiring processes. (ALL)

Perform comprehensive financial health
assessments using third-party credit
ratings, financial reports, and market
analyses. Regularly monitor any significant
changes in the client’s financial standing.
(ALL)

Auditing Firm,
Clients

Risk Assessment

RISK LEVEL

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:
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RISK ASSESSMENT
— WIZARD —

HAZARD RISK RISK BENEFIT
Fraudulent Misleading Promotes transparency
financial financial and trust, enhancing
reporting statements, loss stakeholder relationships.

of investor trust,
legal penalties,
reputational

damage
Inaccurate Misleading Supports credibility and
financial stakeholders, fosters trust with
statements regulatory non- investors and
compliance, stakeholders.

financial losses,
loss of investor

trust
Inaccurate risk  Incorrect risk Provides the flexibility to
assessment prioritization, take calculated risks

Auditing Services

MEASURE RISK TO

Implement strong internal controls, Auditing Firm,
including segregation of duties and regular |Clients,
reconciliations. Conduct surprise audits and Stakeholders
use data analytics to detect anomalies.

Establish a whistleblower hotline to

encourage reporting of suspicious

activities. (ALL)

Establish rigorous financial reporting Auditing Firm,
processes with multiple levels of review. Clients,
Utilize financial management software to |Stakeholders
reduce manual errors. Conduct regular

internal and external audits to verify

accuracy. (ALL)

Utilize advanced risk assessment Auditors, Clients
frameworks and tools to evaluate all

overlooked risks, when exploring new audit potential risks accurately. Collaborate with

ineffective audit methodologies or client

strategies, industries.
financial losses
Inadequate audit Insufficient Supports innovation in
evidence documentation, |audit techniques and
unreliable data, 'methodologies while
audit maintaining compliance
conclusions with auditing standards.
errors,
regulatory non-
compliance

clients and subject matter experts to
ensure comprehensive risk identification
and prioritization. (ALL)

Ensure that audit procedures are designed Auditors, Clients
to obtain sufficient and appropriate

evidence by selecting suitable sampling

techniques and leveraging data analytics

tools. Seek corroborating evidence where

necessary. (ALL)

Risk Assessment

RISK LEVEL

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:
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RISK ASSESSMENT
— WIZARD —

U

HAZARD

Inadequate
internal controls

Inexperienced
auditors

Insider trading

Liquidity risks

RISK

Operational
inefficiencies,
increased risk of
fraud, regulatory
non-compliance,
financial losses

Errors in audit
procedures,

oversight of

critical issues,
reduced audit
quality, client
dissatisfaction

Market
manipulation,
loss of investor
trust, legal
penalties,
reputational
damage

Inability to meet
financial
obligations,
increased
borrowing costs,
financial
distress,
operational
disruptions

RISK BENEFIT

Allows identification of
areas for improvement
and innovation within
existing systems.

Facilitates the growth of
talent within the
organization, building a
well-rounded audit team.

Encourages a culture of
accountability and fair
market practices.

Promotes agility in
responding to market
opportunities requiring
financial outlay.

MEASURE

Conduct thorough evaluations of existing
internal control systems, ensuring they
effectively mitigate risks. Implement
regular training programs for staff to
maintain awareness and adherence to
control procedures. Regularly update
controls to adapt to evolving business
processes and regulatory changes. (ALL)

Provide continuous professional
development programs, mentorship, and
peer reviews to ensure auditors are
sufficiently skilled and knowledgeable.

Encourage participation in industry-specific

training sessions. (ALL)

Develop and enforce strict insider trading
policies. Monitor employee trading
activities and provide regular training on
legal and ethical standards. Implement
blackout periods during which trading is
prohibited. (ALL)

Develop comprehensive cash flow
forecasting models. Maintain access to
diverse funding sources and establish
contingency funding plans. Reqgularly
monitor liquidity ratios and adhere to
regulatory requirements. (ALL)

RISK TO

Auditing Firm,
Employees

Auditors,
Auditing Firm

Employees,
Auditing Firm,
Clients

Auditing Firm,
Clients, Financial
Managers

Auditing Services

Risk Assessment

RISK LEVEL

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:
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HAZARD RISK RISK BENEFIT

Management Undetected Provides flexibility for
override of fraud, exceptional decision-
controls compromised making when aligned

audit integrity,
financial losses,
reputational

with organizational goals.

damage
Market volatility [Investment Enables participation in
impacts losses, financial high-growth opportunities
instability, within volatile markets.
decreased client
trust, increased
audit complexity
Money Financial crimes Strengthens reputation
laundering facilitation, legal as a responsible and
activities penalties, compliant financial
reputational service provider.
damage,
regulatory
sanctions
Operational Service outages, Encourages resilience
disruptions delayed audits, and continuous

financial losses,
reputational
damage

operational improvement.

Auditing Services

MEASURE RISK TO

Establish a robust governance framework Auditing Firm,
with clear segregation of duties. Implement Organization
whistleblower policies and regular audits to

detect and deter unauthorized actions by

management. Ensure that override actions

are documented and subject to

independent review. (ALL)

Implement robust risk management Auditing Firm,
frameworks to monitor and mitigate Clients, Financial
market risks. Use hedging strategies to Managers

protect against adverse market
movements. Regularly review and adjust
investment portfolios in response to market
conditions. (ALL)

Implement robust Anti-Money Laundering Auditing Firm,
(AML) programs, including customer due Employees,
diligence and transaction monitoring Clients
systems. Provide regular AML training to

employees and report suspicious activities

to relevant authorities. (ALL)

Develop and regularly update business Auditing Firm,
continuity and disaster recovery plans. Employees,
Conduct periodic drills and simulations to |Clients

test response capabilities. Ensure critical
systems and data have redundancies and
backups. (ALL)

Risk Assessment

RISK LEVEL

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:

Before Measure:
High

After Measure:
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— WIZARD — Risk Assessment

@ RISK ASSESSMENT Auditing SerVices

HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Regulatory Financial Encourages proactive Establish a dedicated compliance team to Auditing Firm, Before Measure:
compliance penalties, legal engagement with monitor and interpret requlatory changes. Employees, High
failures repercussions, evolving regulations and Implement compliance management Clients After Measure:

reputational industry practices. systems to track obligations and ensure

damage, loss of adherence. Conduct regular training and

licenses awareness programs for employees on

regulatory requirements. (ALL)

Revenue Inaccurate Enables exploration of Implement detailed revenue recognition Auditors, Before Measure:
recognition financial innovative revenue policies aligned with applicable accounting Accounting High
errors statements, streams and dynamic standards. Conduct regular training Personnel, After Measure:

regulatory non- reporting approaches. sessions for accounting personnel on these Clients

compliance, policies. Perform periodic reviews and

financial reconciliations to ensure revenues are

restatements, recorded appropriately. (ALL)

loss of investor

trust
Technological System Drives investment in Implement regular maintenance schedules |Auditing Firm, IT |  Before Measure:
failures downtimes, data technology upgrades and and system upgrades. Establish robust IT  Staff, Clients High

loss, reduced process efficiencies. support and monitoring systems to detect After Measure:

audit efficiency, and address issues promptly. Maintain

increased costs backup systems and data to ensure quick

recovery. (ALL)

Third-party Service Allows leveraging Perform due diligence before engaging Auditing Firm, Before Measure:
service provider |disruptions, data external expertise and third-party providers, assessing their Third-party High
risks breaches, resources to enhance control environments and financial Providers, After Measure:

compliance service quality. stability. Include clauses in contracts that Clients

failures, financial mandate compliance with security and

losses regulatory standards. Regularly monitor

and audit third-party performance and
compliance. (ALL)
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Auditing Services

Risk Assessment

RISK ASSESSMENT
— WIZARD —

HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Uncertainty in Non-compliance, Enables the firm to stay Implement a continuous monitoring system Auditing Firm, Before Measure:
regulatory increased audit ahead of regulatory for tracking regulatory changes and Auditors, Clients High
changes complexity, trends and offers a ensuring compliance. Collaborate with legal After Measure:

financial competitive advantage in land compliance experts to interpret new

penalties, providing up-to-date regulations and adapt audit procedures

reputational advice to clients. accordingly. (ALL)

damage
Unclear audit Misaligned Encourages flexibility in  Clearly define the scope of each audit Auditors, Clients Before Measure:

scope expectations, adapting audit engagement through comprehensive High
scope creep, procedures to changing engagement letters, outlining key After Measure:
inadequate client needs and objectives, areas of focus, and deliverables.
coverage, circumstances. Maintain consistent communication
delayed between auditors and clients to clarify any
deliverables ambiguities. (ALL)
Audit timing Missed Allows teams to adjust Develop a detailed audit timeline with Audit Team, Before Measure:
issues deadlines, priorities and remain milestones and deadlines, considering all |Clients
resource adaptable to client external dependencies. Allocate sufficient After Measure:
shortages, client requirements. resources for unanticipated delays, and Low
dissatisfaction, maintain open communication to adjust
increased costs timelines when necessary. (ALL)
Changes in Misaligned audit Provides an opportunity Stay informed of any significant changes in Auditors, Clients Before Measure:
client business | approaches, to adjust audit processes client operations, management, or
structure overlooked risks, to capture new or structure through regular client meetings After Measure:

and document reviews. Adapt the audit Low
approach based on these changes to

ensure ongoing accuracy and relevance.

(ALL)

increased audit
complexity,
delayed
deliverables

evolving business risks
effectively.
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HAZARD RISK RISK BENEFIT

Communication Misunderstandin Encourages stronger

breakdowns gs, delays in client relationships and
information promotes open dialogue
exchange, during the audit process.

decreased team
morale, client
dissatisfaction

MEASURE

Foster open communication channels by
establishing clear points of contact within
the client organization and the audit team.
Regularly update stakeholders on audit
progress, and address concerns
proactively. (ALL)

RISK TO

Audit Team,
Clients,
Stakeholders

Auditing Services

Risk Assessment

RISK LEVEL

Before Measure:

After Measure:
Low

Conflict of Bias in audit Allows for greater Establish strict independence policies and |Auditors, Before Measure:

interest findings, independence and conduct regular checks to ensure auditors Auditing Firm, High
compromised objectivity in audit do not have conflicts of interest with Clients After Measure:
integrity, loss of engagements, thereby clients. Require auditors to disclose any Low
client trust, legal protecting the integrity of potential conflicts before taking on audit
repercussions the audit process. assignments. (ALL)

Ethical violations Loss of Encourages a culture of Develop and enforce a comprehensive Auditors, Before Measure:
reputation, legal ethics and accountability, code of ethics, providing regular training Auditing Firm, High
penalties, which enhances the and encouraging open reporting of ethical |Clients After Measure:
decreased client reputation of the auditing concerns. Conduct thorough investigations Low
trust, internal firm. of any alleged violations, and take
conflicts appropriate actions as needed. (ALL)

Lack of auditor Poor decision- Promotes the Use structured decision-making Auditors, Before Measure:

judgment making, development of critical frameworks to guide auditors when faced Auditing Firm
overlooked thinking and the with complex or ambiguous situations. After Measure:
issues, autonomy of auditors Conduct regular peer reviews and Low
ineffective audit within defined ethical supervisory oversight to ensure
strategies, boundaries. appropriate judgments are made. (ALL)
reduced audit
quality
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@ RISK ASSESSMENT Auditing SerVices

— WIZARD — Risk Assessment

HAZARD RISK RISK BENEFIT MEASURE RISK TO RISK LEVEL
Unforseen lliness, injury, Ongoing dynamic risk assessment All N/A
hazard death conducted by all relevant personnel. Any

identified potential risks should be
immediately reported to the appropriate
supervisor or risk manager, and corrective
action should be taken as necessary. (ALL)

NOTES

Extra notes & evaluation:

Completed by Reviewed/Approved by Risk Assessment Date Review Required Date
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